PRIVACY NOTICE
About this privacy notice
We are {{Business_Name}}.  When you access and use this website and any services we offer, we may collect, use, store, share with others and otherwise process certain information which may be used to identify you. This information is commonly referred to as personal data. 
This privacy notice informs you about the purposes and legal basis of our processing of your personal data, as well as how long we store your personal data, who we share it with, and whether and under what circumstances we may transfer your personal data internationally.  This document also sets out the rights you have in respect of your personal data, how you can enforce them and, if necessary, how you can complain about our personal data protection practices.
How to contact us
You may contact us by email at {{General_Email}}, by post at {{Trading_Address}} or by telephone at {{General_Tel}}.
You may contact us about this privacy notice and how we process your personal data by email at {{DCO_Email}}, by post at {{DCO_Address}} or by telephone at {{DCO_Tel}}.
Our Data Protection Officer is {{DPO_Name}}, who can be contacted at {{DPO_Email}}, by post at {{DPO_Address}}, or by telephone at {{DPO_Tel}}.
We have appointed an EU Representative for European data protection matters.  Our EU Representative is {{EURep_Name}}, who can be contacted at {{EURep_Email}}, by post at {{EURep_Address}}, or by telephone at {{EURrep_Tel}}.
We have appointed an UK Representative for UK data protection matters.  Our UK Representative is {{UKRep_Name}}, who can be contacted at {{UKRep_Email}}, by post at {{UKRep_Address}}, or by telephone at {{UKRep_Tel}}.
What personal data we collect
The type of personal data we collect depends on how you interact with us.  
We may collect the following categories of information about you:
· Contact data; 
· Account credentials; 
· Payment data; 
· Profile data; 
· Communications with us and content you submit; 
· Browsing data; 
· Device data; 
· Location data;
· {{Any_other_data_types}}
Why we process your personal data and the legal grounds 
We only process your personal data if we have an appropriate reason to do so, such as:
· for the performance of a contract with you or in order to take steps at your request before entering into a contract;
· to comply with our legal obligations;
· for the purposes of our legitimate interests or those of a third party; or
· if you have given consent to our processing of your personal data.
We have a legitimate interest when we have a commercial or business reason to process your personal data, unless such reason is overridden by your own rights and interests.
Generally, we do not rely on consent as a ground for processing your personal data, although we will get your consent when this is required by data protection law. We will also always ask for your consent before we process any special categories of personal data, unless we are permitted by law to process such data.
We may only use your personal data for the purposes for which we have collected it. If we need to use it for another purpose, we will inform you about this in advance and let you know the legal ground which allows us to do so.
We will use your personal data for the following purposes and on the following legal bases.
On the basis of fulfilling our contract with you or to take steps before entering into contract with you at your request, in order to:
· respond to your queries and communicate with you; 
· register you as our customer and to provide our products to you; 
· send you updates about your order; 
· process any payments from or to you
To comply with our legal obligations, including:
· any tax, accounting and anti-money laundering rules; 
· informing you about your legal rights; 
· notifying you about the changes to our terms, including this privacy notice.
For the purposes of our legitimate interests or those of a third party, we may process your personal information to:
· ask you to provide feedback; 
· collect statistical data about the visitors to our website and our customers; 
· send you information and updates about our latest developments and goods and services we offer, including sending you information about any goods and services that may be of interest to you; 
· invite you to participate in surveys, prize draws and other events; 
· allow us to exercise or defend our legal rights.
Although you may generally access our website and publicly available material about our products without us processing your personal data, we will process your data when you engage with us. We will also always need to process your personal data to enter into a contract with you and to provide our products to you. If you fail to provide the requested personal data to us, we may not be able to enter into a contract with you and provide services to you. 
Who we share your personal data with
In providing our services to you, we may need to share your personal data with certain third parties listed below. Where this is the case, we only do so where this is required by law, or where we can rely on sufficient safeguards, such as an appropriate data sharing agreement. We will ensure that your personal data is only processed by any third parties for the purposes which it has been collected for and on our instructions.
We regularly share your personal data with third-party service providers whose services we use in providing our products to you. These may include:
· certain software providers; 
· network operators; 
· providers of security solutions; 
· providers of cloud solutions; 
· payment services providers; 
· couriers and delivery companies.
We may also occasionally share your personal data with our banks, insurers, tax, finance or legal advisors, credit reference agencies, and public, legal and regulatory authorities. We may also occasionally share your personal data with social media companies and our advertising partners.  Finally, we may share your personal data with a potential corporate buyer, i.e. a company acquiring our business or its part, or where our ownership structure changes.
International transfers of your personal data
Where we need to transfer your personal data internationally, we will only do so if we can ensure that your personal data will be granted an appropriate level of protection. If you located in UK or EU this means that we will only do so (i) if the country we are making the transfer to is a country deemed to have an adequate level of protection in place for your personal data, or if there is no adequacy decision, (ii) if there are binding corporate rules in place, or (iii) where we have contractual arrangement with the service provider containing protections for your personal data (the EU Commission or ICO approved Standard Contractual Clauses, for example), or (iv) where the data recipient has adopted an approved code of conduct, or (v) where the data recipient has obtained certification under a certification mechanism that applies appropriate safeguards.
Please contact us if you would like further information about the mechanism used when transferring your personal data out of the EU or UK.
How long we keep your personal data 
We will only keep your personal data for the period of time necessary for the purpose for which we collected your personal data. For example, we will keep your personal data whilst we have an agreement with you or if we have any rights or obligations that will survive termination of the agreement (such as any payment, liability or confidentiality obligations, for example) we may process your personal data even after the agreement we had with you has ended. 
We may also keep certain information about your dealing with us for an indefinite period of time for statistical purposes if we ensure that you cannot be identified such information. Such information will not be personal data. For example, we may retain information about your order date, the products or services purchased, delivery post code, or payment method.
Your rights
Under applicable data protection laws, you have a number of rights as set out below. If you would like to receive further details or would like to exercise any of them, please contact us.
Right of access: You have the right to request confirmation from us that we process your personal data and, where this is the case, information about the purposes of the processing, the categories of personal data concerned, the recipients of your personal data, how your personal data is protected in international transfers (if applicable) and how long your personal data will be stored. You may also request a copy of your personal data we process, but we may refuse comply with your request or comply with it partially where providing you a copy of your personal data would adversely affect the rights and freedom of others.
Right to rectification: You may request that we rectify any inaccurate personal data we hold about you. This also includes your right to have any incomplete data completed based on supplementary information you provide to us. 
Right to erasure (‘right to be forgotten’): You have the right to erasure of your personal data we process if we no longer need such personal data for the specific purpose, if you withdraw your consent on which the processing is based, if you object to our processing of your personal data and we have no overriding legitimate reasons for continued processing of your data, if we have processed your personal data unlawfully, or if we are required to erase your personal data to comply with applicable law. Following your request and where we have made your personal data publicly available, the law also requires that we take reasonable steps to erase any such data (this does not mean that we are required to ensure that anyone who has had access to your publicly available personal data and keeps copies of it removes such copies). We may be unable to satisfy your request for erasure, where we have there are legal grounds for our continued processing of your personal data, such as where the processing is necessary for our compliance with legal obligations, or for the establishment, exercise or defence of legal claims.
Right to restriction of processing: You may request that we restrict the processing of your personal data where you object to or contest the accuracy of our personal data processing, or where the processing is unlawful and you request the restriction of processing as opposed to erasure of your personal data; or where we no longer need your data but it is necessary for us to keep it for the establishment, exercise or defence of your legal claims. Where you have requested that the processing of your data be restricted, we may store your data but will generally need your consent for any other use, unless applicable law permits us to do so. 
Right to object: You have the right to object to our processing of your personal data where such processing is carried out in public interest, or where it is necessary for our legitimate interest (such as for our marketing activities). Where you object to our processing of your data for marketing, we shall no longer process your personal data for such purpose.   
Right to data portability: Where we process your personal data by automatic means or based on your consent or for performance of a contract (including for takings steps at your request before entering into a contract), you have the right to receive personal data concerning you, which you have provided to us, in a structured, commonly used and machine-readable format, such as in a database format. You may then transmit such data to another organisation or ask us to transmit your personal data directly to them.
Right to withdraw consent: Where we process your personal data on the basis of your consent, you may withdraw such consent at any time. This will not affect lawfulness of our processing before your consent has been withdrawn. 
Right to complain: If you have any queries or concerns regarding this privacy notice or our data protection practices, please contact us. If you are not satisfied with the way we handled your query, you have the right lodge a complaint with a supervisory authority. 
Right not to be subject to automated decision-making: Where we engage processes that automatically make decisions based on your personal data (such as profiling), we are required to inform you about the logic of such decision-making, as well as about the significance and consequences of the decisions made in this way. Unless such automated decision-making has been authorised by a relevant public authority, or you have given us your consent for it, or it is necessary for entering into or for the performance of a contract between us, you have the right not to be subject to a decision based solely on automated processing of your personal data, including profiling.
Cookies and tracking technologies
Our website uses cookies or similar technologies that allow us to monitor visits to our website and our users’ interaction with it. Cookies are small files that we store on your computer or mobile phone and that will collect information about your visits to our website and your settings. 
Cookies and similar tracking technologies help us to distinguish you from other visitors in order to provide more relevant content and increased functionality. This helps to improve your user experience when visiting our website and helps us to improve our services. The cookies we use only contain anonymous information and do not generally contain or collect any personal data.
When you visit our website for the first time we will inform you about the cookies or tracking technologies we use and the purposes and legal bases of such use, and will ask for your consent to use them. We may not need to inform you about and request your consent if the use of a particular cookie or technology is used for the sole purpose of transmitting information to you (i.e. where it is not used to obtain information about your use of the website), or where it is necessary for the provision of information to you (for example, we may use cookies that ensure security of any data you send us without your consent).
Internet browsers generally allow you to review your settings in respect of cookies and various tracking technologies and to block them. Please note that our website may need to use certain cookies for its correct operation. If you block the use of all cookies, we may not be able to display content or provide services to you. Please contact us if you would like further information concerning our use of cookies or similar technologies.


